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Instructions on using secure e-mail for customers and partner’s

Dear partner,

OP Financial Group uses a separate e-mail security system in its confidential commu-
nications. The system avoids the transmission of confidential messages in plain texts
in open networks.

The use of a security system does not require any action from the recipient in addi-
tion to the use of normal email and browser.

When you receive a secure e-mail, you will receive a notification message to your
email. Click on the link in the notification message to open the actual message with a
secure browser link.

To attain added security when sending a secure message, a mobile security-based
authentication can also be used. In this case, as the recipient you will need a four-
digit PIN-code to open the actual message. The code will automatically be sent as a
text message to the recipient’s mobile phone when you have clicked on the link in the
notification message you received via email. The sender's email address is displayed
as the sender of the text messages.

If the PIN-code does not arrive in reasonable time, the PIN-code can be re-ordered
by clicking on "Order PIN-code”. If the mobile phone number is incorrect or the au-
thentication failed, inform the sender of the message with the "Send message" func-
tion.

You can retrieve a PIN-code secured message from any workstation (for example, a
home computer or mobile phone), but you can only open an ordinary secure mes-
sage from the workstation for which it was first opened unless you protect it with a
password when logging out of the system.

Once you have logged out, clear the browser cache, especially if you have used the
server on a public computer.

1 Sending a secured email to OP Group

You can send messages and attachments to OP Financial Group's email address with a
secure e-mail system.

Open a browser protected e-mail connection: https://securemail.op.fi

It is only possible to send the message to the following e-mail addresses:

firstname.surname@op.fi

Author Mailing address Street address Telephone Email/Internet
OP Financial Group P.O. Box 909 Gebhardinaukio 1 firstname.lastname@op.fi
00013 OP HELSINKI op.fi

OP-Palvelut Oy, business ID 2241010-7, P.O. Box 909, 00013 OP, domicile HELSINKI


https://securemail.op.fi/
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firstname.surname@pohjola.fi (-.com, -.ee, -.It, -.Iv)
firstname.surname@a-vakuutus.fi

firstname.surname@suomi-yhtio.fi

First, provide your e-mail address:
-~ CONFIDENTIAL MESSAGE 7 Help
~ - Send message
—_—

From | your e-mail address

Once you have clicked the Continue button, add the recipient’s / recipients’ email ad-
dress. Recipients are separated by commas. Once you have finished, click the ‘Done’-
button. You will be able to edit the recipient information by clicking Edit next to the

field. Add your message topic to the Subject field and your message in the Message
field.

New message

From

T° =+ 2

Subject

Message

sttachment Add attachment

Choose Files | Mo file chosen

Receiving a secured e-mail from OP Group

When you have been sent a secure email, you will receive a notification message via
e-mail containing a link to a secure server (= the message itself):
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Luottamuksellinen / Confidential / Konfidentiell

Aihe { Subject/ Amne
Luottohakemuksen liitest

https://securemail.op filmessage.cgi?gY PirlPPi-D9WRbGiupxKS1-r'VK1 Cvcle
[1TF98H57ThUhACzNAXxSSgra32alltDtxS)9nbfON207 XQTVulEIQ

Olemme lahettaneet teille luottamuksellisen viestin, joka on tallennettu suojatulle
palvelimelle securemail.op fi. Viestin avaaminen tapahtuu ylapuolella olevasta linkista.
Yhteys on suojattu SSL-TLS salauksella. Turvallisuussyista voitte lukea viestin vain yhdesta
tietokoneesta korkeintaan 14 paivan ajan. Tallentakaa ja/tai tulostakaa viestin sisalt ja
havittakaa tama ilmoitusviesti.

We have sent you a confidential message which is stored on to the secured web server
securemail.op fi. Message can be opened from the link above. Connection is protected with
SSLITLS encryption. Due to security reasons, you may only read the message from a single
computer during 14 days. Please save and/or print the message contents and delete this
netification message.

i har skickat Er ett konfidentiellt meddelande, som har sparats pa den skyddade servemn
securemail.op fi. Meddelandet kan Gppnas fran lanken ovan. Farbindelsen ar skyddad med
SSL-TLS -kryptering. Av sakerhetsskal kan Ni lisa meddelandet endast pa en dator och
inom tiden av 14 dagar. Ni bir spara och/eller skriva ut innghallet i meddelandet, samt
radera denna notifikation.

Note! Please do not reply to the e-mail with the Reply function of the email, as the
message will be transmitted unencrypted over the Internet. Also, do not send the
message forward.

When you click the e-mail link, you will be able to read the message sent to you with
a SSL-encryption.

2 Sopimuslomakkeet :: Viestin luku - Microsoft Internet Explorer

Ble Edt Vew Favoites Tools Help
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Address &) hitps:// il op. i/ recabliLHykI95mUWIDZ00Yri2banC5_RE G cAUBLNSHKFHCzERL_TP ¥ [d Go | Links >

@ @ | SALATTU YIESTI - Viestin luku

|Vas1aa ” Vastaa kaikille |

Léhett&jé pekka pankkilainen@op. fi
Vastaanottaja maija.meikalainen@yritys fi
Aihe Sopimuslomakkeet
Paivays Wed, 1 Apr 12:09:36

Ulitetlerostot Sopimuslomake_malli.pdf [10.8 KB] 3

7 Ohje

Poista Kirjaudu ulos

B Tulosta

Heil

Ohessa lomakkeet sopimuksemme mukaisesti allekirjoitettavaksi.

<<Sopimuslomake_malli,pdf>>
Terveisin

Pekka Pankkilainen

Mallilan Osuuspankki

puh 010 250 0000

fax 010 250 0001

sahkoposti: pekka.pankkilainen@op.fi

Turvallisuussyista viesti on luettavissa 14 vuorokautta. |Vnes|i litetiedostoineen (zip) ﬂ Tallenna

| b

aom

[T 1S & ocalinfranet

Opening the message by a PIN-code or password

If a PIN-code secured message is sent to you, the system sends a four-digit PIN as a
text message when you have clicked link included in the notification message. Once
you have entered the PIN code in the designated field, the message will open. Each
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time you open a message, the system asks for the PIN code. Please note the provided
PIN-code stays the same, therefore you should keep/memorise/save the PIN-code.

CONFIDENTIAL MESSAGE

7 Hel
- Read Message P

Authentication

‘You are opening a message intended to elise passiniemi@gmail.com.

Thiz message is confidential and may include infermation protected by legislation or other classified information.

If you are not the intended recipient, please exit this page.

To open this secure message you must have a PIN code that has been sent 2017-08-16 to your mobile phone (040 6602 058). IF
necessary, you can order the PIM code again.

Enter PIN code:

If you did not receive the SMS message, please check if the above phone number is correct.

« [fthe phone number is comrect, please wait a few minutes and order a new PIM code.
« [fthe phone number is incorrect, notify the sender.

Order PIN code Send notification

You can read a password-protected message from any workstation. If you have en-
tered the wrong PIN-code the server will point this out. If you have lost or forgotten
the PIN-code, you can order a new one by clicking on ‘Order PIN code’.

If you have not received the PIN-code, you should check the correct phone number
displayed at the top right of the system. If the phone number is incorrect, send the
correct phone number to the sender of the message by clicking ‘Send Notification'.

3 Saving and deleting a message

To save a received message, click on the menu at the end of the message, and choose
the preferred storage option, and then click the Save button. e.g. you will be able to
save the message with its atonements as a zip-file by selecting "Message and attach-
ments (zip)". Please note, zip may not work on all workstations.
turvattu ja vireston, koska sanomaa voidaan tarkoituksdiaee Sl eI M, 5assa, sisaltaa
viruksia, olla epataydellinen tai muuten virheellinen. Lahg M e html format (himi dollisesti sisaltyvista
virneista tai puutteista, jotka ovat aineutunest sahkopost] - o>>2d¢ in himl format (himl) N
Message and attachments {encrypied zip)

SMIME encrypted em|

For security reasons, this message is readable for a maximum| Message and attachments (zip) v m
of 14 days. o

-

31 Printing a message

To print the received message, click the icon on the bottom right of the page/mes-
sage:

-
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3.2 Deleting a message
To delete a message, click on the Delete button on the top right corner of the page. If
you do not delete the message, it will be automatically deleted 14 days after the mes-
sage has been opened. An unopened message will be stored for 60 days
Delete Logout
4 Answering a message

To reply to a message sent by a secured connection do not respond with the
browser's Reply-function. Use the server's response options.

You can answer to
e the sender of the original message
e all recipients of the original message

e selected recipients of the original message by deleting ‘the tick’ from unnec-
essary recipients

Lahets
Lahettaja maija.rmalli@op.fi f
Vastaanottaja & majamall@opfi W opk-tiha@op fi ¥ maijameikalainen@yritys fi

To reply to a message, use on the top left of the screen (pictured below):

Write the message to intended field. You will be able add attachments to your mes-
sage. NB! The maximum size of attachments is 30MB.

When the message is sent, the system will provide a confirmation.
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SALATTU VIESTI - Vastaus

&

Vahvistus

WViestin |13hetys onnistui,

Aihe FeSunjattu sahkdpostiviesti usealle vastaanottajalle
Ldhettaja rnaija.meikalaineng@yritys s

Vastaanottaja pekka pankkilainen@on fi, maija mali@op fi
Pdivays Wed, 01 Apr 2009 15:12:22 +0300

41 Finishing the use of secured message

When no longer handling the message, click on the Logout button on the upper right
corner to stop using the encrypted connection.

Delete  Logout

If the message was received without a PIN-code encryption, you will be asked how
you wish to be identified on your next time you open this message:

Cookie: Your browser stores a cookie that will identify you next time you open that
message. The cookie does not require you to identify, however that message can only
be accessed from the device and the browser, as it has been opened for the first time.

Password: You can determine a password that will be used to identify you the next
time you open the message You will be able to open the message on any device with
this password. NB! If you forget your password it cannot be recovered. You must re-
quest the sender to resubmit the whole message.

- LUOTTAMUKSELLINEN VIESTI 7 Ohje
- Poistuminen

Vahvista uloskirjautuminen

Viestin uudelleenavaaminen edellyttad tunnistautumista.
Valitse tunnistautumistapa seuraavista:

() Evaste: Selaimeesi tallennetaan evaste, jolla sinut tunnistetaan tits viestia avatessasi automaattisesti. Viestin avaaminen on nain
mahdollista samalla selaimella.

® salasana: Madrita itse salasana, joka sinun tulee syoit&a viestid uudelleen avattaessa. Viestin avaaminen on mahdollista myds
toisella selaimella.

Salasanan taytyy sisaltaa:

Salasana - vahintaan 8 merkkia
* pienia kirjaimia
Vahvista salasana * Isoja kirjaimia
* numeroita

o] o
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After selection and clicking OK, you will receive a confirmation that the session is

closed and date when the message will be automatically deleted (from the server).

- CONFIDENTIAL MESSAGE 7 Help
\ — - Logout

-

Logout

Sessien closed. This message will be automatically deleted from the server 30.08.2017.
You can now close your browser,

NOTICE
Remember to clear the browser cache, especially if you are using a public computer.

When logging out clear the browser cache, especially if you were using the server on

a public computer.



