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OP Fmancial Group’s
Data Balance Sheet 2020

Data Balance Sheet unfolds the meaning of data for OP
Financial Group, its stakeholders and the operating environment

Digitalisation and its various manifestations, plat-
form economy, big data and artificial intelligence
have given rise to new business models and trans-
formed conventional operating practices. Data is es-
tablishing its position as the raw material of the new
era, a means to increasing operating efficiency and
a driver of added value — as well as an end product.
The role of data quality and data protection in cor-
porate risk management has increased considerably.

More than ever before, it is data that defines the
opportunities and risks of a business. Therefore, a
similar level of seriousness is required in improving
the productivity of data and protecting it as for
economic and human capital. The principles of re-
sponsibility and fairness have become important, in
addition to multidimensional value creation. A busi-
ness that wants to succeed in the fair data econo-
my needs to gain the confidence of its customers,
other stakeholders and society at large with re-
spect to its use of data and its business goals.

A data balance sheet combines data, data-based
business and corporate responsibility management
to form a comprehensive description of data-centric
value creation. It increases understanding of the
company’s data capital, its use and management.
Data balance sheet promotes the development of a
fair, win-win, human-driven data economy.

OP Financial Group’s Data Balance Sheet describes
the use of data to implement the Group’s strategy
from the viewpoints of business, customer benefit
and risk management. It describes data-related
value creation by means of a data balance sheet
that comprises OP Financial Group’s data capital
and data assets, as well as data balance sheet
management.

It also describes the key operating models, goals
and results of data governance as well as the key
principles and practices governing the safe use and
processing of data.

Reporting scope

OP Financial Group’s Data Balance Sheet describes
data management, utilisation and protection in a
manner that creates value to customers, OP Financial
Group and the operating environment. The report
covers the key events of 2020 in OP Financial Group's
digital services. This is the third Data Balance Sheet
published by OP Financial Group.

Key term: OP Financial Group’s financial
intelligence

Financial intelligence describes the refinement and uti-
lisation of data by means of advanced analytics at OP
Financial Group. Financial intelligence also includes, but
Is not limited to, the use of various applications based
on artificial intelligence. Financial intelligence refers to
Internal services or capabilities for creating new added
value for the customer, improving operational efficiency
and productivity and enhancing risk management on
the basis of data, algorithms and automation.
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Data provides unique benefits
for OP Fimancial Group, customers
and the operating environment

OP Financial Group aims to use data to provide
unigue benefits for its customers, its own operations
and, ultimately, for its operating environment. OP
Financial Group’s President and Group CEO Timo
Ritakallio and Chief Data Officer Sameli Maenpaa
discuss data and the use of data from various
aspects as well as the role of data in the future.

What is the role of data at OP Financial
Group?

Timo: "In the digitised banking and insurance busi-
ness, data is the key to everything. For a financial
services provider, data capital is a particularly im-
portant asset that lays a solid foundation for the
creation of excellent customer experience and a
profitable business.

Banking and insurance customer relationships, all
types of data related to them and the use of such
data are based on a special relationship of trust
between the customer and the financial services
provider. The customer must always be able to

trust that OP Financial Group uses all this data in
a responsible manner that creates benefits for the
customer.”

Sameli: “In banking and insurance business, data
Is a special type of capital that is subject to a wide
range of expectations and requirements. Data is
simultaneously a basic prerequisite of our opera-
tions and a major opportunity for value creation.
We must ensure the availability, quality and pro-
tection of data while simultaneously using data in
a manner that creates new value to our customers
and our business. For OP Financial Group, data is
both a source of value and a process outcome that
Is equally important as our economic and human
capital.”

Why does OP Financial Group want to
Increase transparency related to data,
and the responsible use of data?

Timo: "We want to meet our customers’ growing
expectations for transparency concerning the use

of customer data. We also want to describe how
we use data during a customer relationship. Priva-
cy protection and the safe processing of data com-
bined with the safe use of services are the starting
points of everything we do. That's why we want
our customers to know why and for what purposes
we need various types of customer-related data,
and how we use that data.”

Timo Ritakallio
President and Group
Chief Executive Officer

OP Financial Group @
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Sameli Maenpaa
Chief Data Officer

Sameli: "Transparency increases trust towards our
operations. It's important that all our stakeholders
have confidence in our way of managing, protecting
and using data. For us, openness about our use of
data and value creation forms part of our corpo-
rate responsibility and provides a way of meeting
the growing expectations of our customers. A
discussion about data and its utilisation can seem

remote and abstract to our customers. Through
our Data Balance Sheet, we are seeking to make
data a more common topic of conversation.”

What challenges do we need to deal with?

Timo: "Our digital operating environment is chang-
Ing constantly at a high speed. Besides new digi-
tal business opportunities, we are also facing new
threats such as international cybercrime that is
becoming increasingly organised. We protect our
customers and our own operations vigorously and,
particularly through anticipation and continuous
practicing, we secure the continuity of our opera-
tions in any threatening situations. This is particu-
larly important from the viewpoint of OP Financial
Group’s customers and business as well as for the
smooth operation of Finnish society as a whole.”

Sameli: "The financial sector plays a key role in the
functioning of societies and economic systems. For
this reason, it is strongly regulated. Regulation also
guides data governance and protection, encouraging
us to further strengthen our risk management and
resilience against incidents.”

"2020 showed us that even very rapid changes in
our operating environment are possible and that
data is the key to understanding and managing
such situations. All in all, we must be prepared for
everything and protect the operating conditions

and wellbeing of our customers and society under
all circumstances. We must also grasp opportuni-
ties quickly while managing any risks involved.”

What kind of Finland does OP Financial
Group want to build by means of data?

Timo: "We want to make Finland a safe and secure
operating environment that enables active and in-
novative use of high-quality data — to an increasing
extent by means of artificial intelligence. Advanced
use of data will help Finnish companies to operate
securely and successfully in a complex and rapidly
changing global operating environment. Transpar-
ent use of data will increase trust and interaction
between individuals and businesses using data.”

Sameli: "The success of industrial Finland was
based on high-quality raw materials for the indus-
trial sector and the related refinement knowhow as
well as a shared story of prosperity. In the eyes of
data professionals, Finland of the future is not very
different. Its cornerstones will be high-quality data,
refinement and value creation capabilities as well
as a story of shared benefits. Finland has excellent
opportunities to profile itself as a human-driven
data economy where data is used for the benefit of
Individuals, businesses and society in ways that are
as diverse as possible, transparent and beneficial to
all parties.”

OP Financial Group @
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Viewpomnt 2020: Data helps
IN navigating amidst the pandemic

The Covid-19 pandemic changed the lives of mdividuals and businesses in
2020. In the early stages of the pandemic, OP Fmancial Group’s Strategy
and Renewal function collected and analysed data on a 24/7 basis.

Worldviews help us in facing dramatic
changes

In its strategic planning, OP Financial Group applies
a foresight model that examines various alternative
worldviews. This model proved to be an effective
tool for identifying and analysing the impacts of a
pandemic, too. This involved establishing, as com-
prehensively as possible, short- and long-term
understanding of the crisis from the viewpoints of
health, businesses, economy, public sector and the
political system

Data collected within the frameworks of different
worldviews was refined for the Group’s own anal-
ysis, forecast and risk management functions that

support its crisis management and decision-making.

The Group extensively used its insight of how the
pandemic affected its customers and its own busi-
ness in order to dampen the shocks.

Besides providing up-to-date snapshots, the Group
also outlined alternative development paths and
assessed the impacts of the pandemic. OP Financial
Group acted as an information provider for an eco-
nomic situation room coordinated by Helsinki Grad-
uate School of Economics amid the Covid-19 crisis.
The purpose of the situation room was to maintain
a situation picture of Finnish society to support the
work of national policymakers and experts.

Payment card data increased
understanding of the effects of Covid-19
on people in Finland

Almost real-time payment card data evidenced a
rapid change in consumer spending and consump-
tion structure. In spring, the lockdown measures
caused a collapse in consumption, particularly in
the use of services as well as travel, driving and the
restaurant sector. In summer, these sectors recov-

ered rapidly as citizens chose to spend their vaca-
tions in Finland. The fact that people mostly stayed
at home due to the crisis also increased purchases
related to home improvements and consumer elec-
tronics. In autumn, tightening restrictions and the
worsening Covid-19 situation were again reflected in
payment card data — almost in real time.

In the rapidly changing world, continuous monitor-
Ing and understanding of data help us to anticipate
changes and adapt to them both in the short and
long term. OP Financial Group’s strategic planning
and management model that is based on alterna-
tive worldviews is ideal for the new era that is per-
manently characterised by an uncertain operating
environment and rapid changes. Data has helped us
In navigating through the crisis and in identifying al-
ternative trends during the most difficult stages and
beyond.

OP Financial Group @
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Customer and data — unique
benefit to our customers

The best data and customer insight lead to the best banking and
insurance services. Tapping into data capital that is among the largest in
Finland, OP Financial Group wants to understand and serve its customers
better and bring benefits to them across the customer relationship.

OP Financial Group uses data in an innovative and
secure way, and always in the interests of its cus-
tomers. Data helps the Group produce high-quality
and easy-to-use banking and insurance services,
build customer insight and develop the services of
the future. OP Financial Group also uses data to
manage risks and ensure the security of the mone-
tary system in Finland.

Data is a valuable asset for OP Financial Group and
its use is based on the trust of customers and other
stakeholders. Processing and using data about an
Individual customer is done in the manner stated

in Privacy Notices. They describe the purposes of
processing and using customer data and the related
legal basis, including statutory obligations.

Improved customer insight with data

A key purpose of using data capital is to provide and
develop secure and high-quality banking and insur-
ance services for private and corporate customers.
OP Financial Group frequently enriches its own data
capital with carefully selected or externally pur-
chased market, industry and research data.

OP Financial Group invests in high-quality service
design, in order to develop new services and im-
prove user experience in the present basic services.
By analysing customers and their actions as ser-
vice users, the Group ensures that it develops its
services in the right direction to make them easy,
useful and intuitive to use. Accessibility is an essen-
tial aspect of developing digital customer services.

OP Financial
Group's has

million banking
customers.

Cookies are used in many ways for service devel-
opment, targeting and marketing purposes. The
users of op.fi and OP-mobile have viewed positively
the modified cookie options introduced in May and
have given consents to collecting and using data
about them. At the end of the year, 83% of logged-in
private customers had allowed the use of many op-
tional cookies in addition to necessary cookies.

Besides analytics, data-driven service development
uses various qualitative and quantitative customer
research methods that complement each other, as
well as direct customer feedback and testing. In
addition, testing and continuous improvement are
Increasingly carried out through automation and
machine learning.

OP Financial Group @
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The restrictions

on movement due
to the Covid-19
pandemic speeded
up customers move
to digital services.

10

Digitalisation and automation of services

In 2020, the move from branch to digital services
gained momentum across all channels, but espe-
cially in chat and mobile services. OP-mobile has

for long been our customers’ preferred channel for
handling banking and insurance matters anytime,
anywhere. To an increasing extent, customer service
is provided by one of OP Financial Group’s chatbots.
Despite increasingly digitising its channels and auto-
mating its services, OP Financial Group makes sure
that customers always have easy access to personal
service, too.

Improving financial literacy and financial risk
management

OP Financial Group aims to improve the financial
literacy skills of people n Finland and support their
capabilities for planning their personal finances and
managing related risks. Data based insight of a cus-
tomer’s overall financial situation enables us to pro-
vide them with fact-based support during customer
encounters. Examples of fact-based support to
customers include product and service recommen-
dations, financial and wealth coaching, and help in
preparing for expected or unexpected events in life.

Data-driven communications and marketing

In planning, targeting and adapting marketing and
communications content, we use customer, agree-
ment and product data in various ways. The aim

is to know each customer’s overall situation as ac-
curately as possible. Better customer insight helps
us serve customers more successfully and provide
them with banking and insurance services that best
meet their needs.

In 2020, development of customer communications
focused on clarity and timeliness. Messages were
made more interesting and useful thanks to testing
and exploitation of data. The open rates for cus-
tomer messages have increased and the number
of easily avoidable calls to the customer service has
decreased markedly.

Responsibility guides our use of data capital

Responsibility guides the way we use data through-
out the customer process. Transparency and clearly
communicated principles regarding the use of
customer data play a key role since OP Financial
Group is fully dependent on the confidence of its
customers.

Digital channels NPS?

55

- 53 54
50
45
40
35
30

2018 2019 2020

Our marketing and sales respect the limitations of
customer data use as described in Privacy Notices
as well as good marketing practices and regulatory
compliance. The permission to use a customer’s
personal data for targeted marketing is always
based on the customer’s specific consent.

We have gained our customers’ confidence through
responsible and careful operating models and trans-
parency in collecting, storing and using data. Com-
prehensive information about collection, processing
and use of customer data by OP Financial Group is
available on the op.fi website.

1 Net Promoter Score (NPS)
measures a user’s likelihood
to recommend the service on
a scale of O to 10. This index
is calculated by subtracting
the percentage of detractors
(scores 0-6) from the per-
centage of promoters (scores
9-10). The NPS for OP’s
digital channels is asked from
the customer when logging
out from the service.

OP Financial Group @
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Case: Analytics deepens
the customer relationship

Historically, customer understanding in banking and insurance has been
based on a long personal relationship with the customer. Now, data and
analytics help us build next-generation customer insight and personal
customer relationships in all service channels.

Advanced analytics creates deeper insight into the
relationship between the bank and the customer.
Using data and machine learning, we can signifi-
cantly improve the relevance of our product and
service recommendations and the provision of more
personal multi-channel customer service of consist-
ent quality.

Relevant product and service
recommendations

In late 2020, OP Financial Group adopted the Next
Best Offer (NBO) recommendation module for
choosing the products and services to offer for Retail
Banking private customers. Implementation of the
NBO module was preceded by comprehensive analy-
ses, planning and testing. The focus of our customer
insight is to combine a certain customer’s situation
with OP Financial Group’s products and services.

In the first stage, we covered services related to
owner-customer membership, digital transactions
and eServices agreements, cards and loans, wealth
management and term life insurance. Going for-
ward, we will be looking to add insurance products
and services which can be included in our recom-
mendations with the customer’s consent.

Quality data on agreements and products
at the core

The customer insight-based product and service rec-
ommendation uses OP Financial Group’s data capital
from its agreement and product databases. Before
this development project was started, we centralised
and reformed the structure of our product nfor-
mation management (PIM). This effort materially
improved the quality and usability of our product data
capital.

The improved usability of data capital leads to more
efficient customer service, digital sales and market-
ing. Using analysis-based insight in customer service
not only results to higher customer satisfaction but
it also improves the quality of our customer advi-
sors work performance and their job satisfaction.

Putting our customer’s interests first

In recommending products and services, it's essen-
tial to ensure responsible operations and putting
the customer’s interests first. In our service, recom-
mendations are always given based on a customer’s
iIndividual situation and their predicted needs.

No information related to the customer’s gender or
geographical location are applied to recommenda-
tions, and no product or service recommendations
are given to underage customers. The service
applies the principles stated in the related Privacy
Notice published by OP Financial Group, and the
customer’s cookie consents and other consents.

OP Financial Group @
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Hanna Aijala
Business Lead,
OP Corporate Bank

Case: Real-time payments
forming the new normal

Financial and production processes in companies
often run non-stop, and goods ordered from an on-
line store may reach the buyer even within one day.
Traditional batch payment processing that only runs
on weekdays is having a hard time keeping up with
the speed at which business is done nowadays.

There have been many attempts to resolve the
relative slowness of payments. One change with ex-
tensive impacts in the euro zone was the introduc-
tion of SEPA instant credit transfers that may reach
payees in just 10 seconds. The next step will be fully
real-time credit transfer services that banks will join
In their own schedules.

OP Financial Group has noted the need among its
customers to get business operations and cash flows
moving at the same pace. To solve this problem, OP
Financial Group developed a real-time service going
beyond single and mass credit transfers. In autumn

n an increasingly digital world, companies order and delivery
rocesses run 24/7. With the solution developed by OP,
payments can keep up with this pace.

2020, we reformed our real-time payment tech-
nologies and services completely, which enables us
to process a significantly higher volume of real-time
payments.

API for real-time payments

OP Financial Group has developed an API (Appli-
cation Programming Interface) that significantly
changes the dynamics of payments. The new tech-
nology launched in early 2020 enables payments
and data transfers in real time, 24/7/365, and it can
be fully automated if needed.

Traditionally the payment process and retrieval of
account information have been connected to a com-
pany’s financial management software system that
is dependent on accounting schedules and rules. API
solutions for payments, in turn, can be directly con-
nected to one or more business applications. This

takes payment transaction data directly to those
places where it's needed the most.

D

As real-time APlIs
are connected to
enterprise resource
planning systems,
payments data
becomes ERP data.

Payments data to guide operations

Which real-time services can then be directly con-
nected to a company’s systems? For instance, fi-
nancial and business applications and ERP systems
can get real-time account transactions data. Other
examples include the automated initiation of pay-
ments, delivery of a product or service immediately
following a payment and automated refund of un-
identified payments.

We wanted to make the adoption of our API solu-
tions as easy as possible. That’s why all documen-
tation related to the implementation of all our APls,
and the sandbox environment for testing the various
real-time payment APlIs, are available on our OP
Developer site.

OP Financial Group @
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Annika Esono
Manninen
Head of ESG,

OP Asset
Management

Case: Data makes responsible mvestment easier

Investors increasingly focus on responsibility when making their
iInvestment decisions. Analysing ESG data and encouraging companies
towards increasingly sustainable busimess are an efficient way to support

the achievement of investment targets.

OP utilises various methods in its responsible in-
vesting. These include the inclusion of sustainability
assessments in investment decision-making, the
positive and negative valuation of investments, com-
pliance with international standards, active owner-
ship and direct influencing on companies.

Exploiting ESG data to the maximum

In its investments, OP uses various data providers
ESG data (Environment, Social, Governance) that
covers approximately 6,000 companies worldwide.
Each company is given an ESG rating based on
corporate responsibility elements and metrics that
are relevant for the industry in question. ESG data
Is put into extensive use, all the way from company
selection to sustainability reporting of investment
portfolios and OP funds.

The selection of data sources aims to create a
sufficiently comprehensive and versatile view of in-

vestments ESG aspects and sustainability risks. In
its analysis, OP uses internationally recognised ESG
data providers, including ISS, MSCI, Sustainalytics
and SASB. In implementing its investment strate-
gies and building mutual fund portfolios, OP uses
guantitative models, theme weights, company-spe-
cific analysis and exclusionary screening.

ESG tool deepens integration of
responsibility into investment

OP Asset Management has developed a new ESG
tool for internal use to help integrate ESG even
more into equity and fixed income investments.
The tool helps the user understand an investment’s
current ESG level and find ESG momentum (signs
indicating trends in those ESG aspects defined as
material, and trend strengths).

Using raw data from Bloomberg's market data
service and materiality data from the Sustainability

Accounting Standards Board (SASB), the developer
of industry-specific reporting standards, the ESG
tool combines external data and OP’s internal analy-
sis. At the moment, the ESG tool is used to support
fundamental analysis.

Engagement and impact

OP is an active owner that engages with inves-
tee companies and reports on its shareholder
engagement actions to investors. In 2020, OP
participated in some 1,200 general meetings as a
shareholder representative. Our aim is to rapidly
react to any identified deviations. Mostly we seek
dialogue with the company either directly or as
part of investor collaborations. Impact investing

Is another rising trend which involves measuring
Impact and investor reporting.

OP Financial Group @
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We see that OP
Financial Group’s role
Is to be an active
promoter of the use of
artificial intelligence. In
recent years, we have
moved from individual
experiments to a

very wide range of
benefits using artificial
intelligence.”

Antti Myllymaki
Head of the Al
Centre of Excellence
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Financial intelligence
as part of daily work

The various applications of artificial intelligence (Al)
affect people’s lives to an increasing extent. Exploit-
ing Al has further increased in OP Financial Group in
2020 and almost all our new digital services use it
IN some ways.

The term “financial intelligence”, as used by OP Fi-
nancial Group, refers to a service or capability which
uses data and algorithms to create new added value
for the customer, improve the Group’s operational
efficiency or enhance compliance. Financial intelli-
gence Is used to provide services that benefit the
customer and to improve the customer experience
and customer service.

In using Al, trust plays a key role. The developers
and users of Al are always responsible for con-
trolling its operation. It's essential to ensure trans-
parent and controllable Al-based decision-making,
as well as predictable functioning, protecting against
manipulation and the division of responsibilities re-
garding Al-based decisions. In 2018, OP Financial
Group was the first company in its sector to make

a policy decision concerning the ethical guidelines in
using artificial mtelligence.

Competence Key figures

Impact evaluation

OP Financial Group’s ethical guidelines 8\
for the use of financial intelligence /

People First

-/

We will use data and Al responsibly and for
the good of our customers. We will define the
objectives guiding our use of Al clearly and

We will carefully study the impacts of the
choices we make in our work on our custom-
ers and the society around us. Our choices
regarding Al utilisation are always responsible.

Ownership

refine them If necessary as based on changed C
data, technical possibilities and the working
environment.

-/

Transparency and openness

-/

We will act openly in our relations with custom-
ers, partners and stakeholders, ensuring suffi- C

We will define owners for the principles guid-
INng our operations and for the algorithms we
have developed, and will ensure the ethics of Al
throughout the lifecycle.

Privacy protection

-/

cient transparency for the evaluation of the Al
we have developed. We will discuss our use of Al
openly and subject our work to public scrutiny.

We will guarantee privacy and personal
data protection for the individuals repre-
sented in the data we use in accordance
with our data protection principles.

OP Financial Group @
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OP Financial Group’s key digital services and performance in 2020

OP-mobile and OP Business mobile Chatbots and new digital assistants OP Investment Partner
The popularity of OP’s mobile services increased Viljo and Opotti, the chatbots developed by OP Financial Group, use natural OP Investment Partner is a digital investment advisor launched
significantly in 2020. In fact, mobile services are language analysis and chatbot capabilities based on financial intelligence. The on OP-mobile in November 2020. The service makes an individ-
the Group’s most used digital services. OP-mobile aim Is to provide banking and insurance customers with answers to the most ual investment plan for achieving the targets the customer has
Is an easy and secure mobile app for daily bank- frequently asked questions quickly and automatically. Opotti, which serves defined. Then it encourages the customer to increase their wealth
Ing, contacting the customer service, updating banking customers, and Viljo, which serves insurance customers, replied to in the long term with the help of responsibly managed OP-Tar-
personal details and using investment, wealth over a million customer questions in 2020. The chatbots improve customer get funds.? The target-specific fund recommendation provided is
management and insurance services. OP-mobile service efficiency and customer experience. based on the customer’s replies to questions about their return
also includes the financial coaching services My target, risk appetite and investment horizon. Once the investment
financial balance and OP Investment Partner. To complement chatbots, OP Financial Group developed its first digital assis- decision is taken, monthly investments will be automatic. After
tants in 2020. In addition to replying, they also carry out requested tasks on that, the customer can easily track the investment performance
behalf of the customer. The first digital assistants operate with student loans and achievement of the target on OP-mobile.
and credit transfers.
O—0 O ® O—O >

OP-mobile had an average of
33.6 million visits per month

Up to 72% of
(up 34% year on year)

users gave positive
feedback to Opotti

OP Business mobile had an (in 2019: 67%)

average of 1.3 million visits
per month
(up 50% year on year)
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Around 48,000
customers tried OP
Investment Partner
on OP-mobile in
the first month.
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Tevoitesumma: 50 000,00 &
Taroiteada. 122025
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2731900 €

Tavotssumma 175 00000e | |8

> The OP Investment Partner service is provided
by OP Financial Group. The funds available on
the service are managed by OP Fund Manage-
ment Company Ltd.
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OP Financial Group’s key digital services and performance in 2020

OP Multi-bank Service

Launched in June 2020, OP Multi-bank Service
enables OP’s customers to view in the op.fi ser-
vice and OP-mobile the details of accounts they
have with other banks. This service is under ac-
tive development and the first new addition will
be the opportunity to pay and make credit trans-
fers from another bank’s account. Thanks to the
opportunities opened up by the new EU Payment
Services Directive (PSD2), OP will build even
smarter and more comprehensive services.

My profile

The My profile service enables cus-
tomers to check and update their
basic details on op.fi or OP-mobile.
The service includes the customer’s
main details. In this service, the
customers can update their personal
data and manage their permissions
and wishes related to communica-
tions and marketing.

Home price assessment tool

Located on the OP Koti website, this tool supports those
buying or changing a home by providing an estimate of
the home’s value. The user enters the home’s details (ad-
dress, area, type of building and construction year) and
gets an estimate of the home’s value and the price range,
including the determining factors. The tool is also used by
OP Financial Group employees for assessing the collateral
values of homes. The home price assessment tool uses a
machine-learning estimation model. Its teaching data sets
iInclude price data from the home sales register main-
tained by the Union of Real Estate Agencies in Finland.

Digital home loan service

OP has provided fully digital home loan offers
since 20718. Issuing a loan offer that is binding on
the bank requires that all the information sub-
mitted by the customer is correct and that the
customer’s collateral is in order. In the backend
service, the Credit Engine uses financial intelli-
gence to calculate the maximum loan amount and
margin offer for the customer. In decision-making,
it uses OP Financial Group’s own data and data
obtained from the systems of external partners,
such as Suomen Asiakastieto Oy.

) O) PG D O O
N4 _/ N4 \_/ / /
Around 947,000 About Over 50% of

customer details were
updated on My profile
thanks to the Know
Your Customer (KYC)
iInformation campaign.

50,000

price estimates
are retrieved

from the service

per month.

all home loan
applications were
iIndependently
processed by the
Credit Engine.
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Heikki Korkeamaki
Product Owner
Everyday Banking
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Case: My financial balance — an
Increasingly networked coach

My financial balance is a smart financial coach based on advanced analytics
of account transactions. It gives the customer an easily understandable
overall view of their personal finances and helps manage them.

The most important factors in building finan-
cial security and wealth are anticipation and a
long-term approach. According to a survey com-
missioned by OP, over 40% of people in Finland
haven't prepared for financial surprises. At the
same time, some /0% say they make systematic
financial plans. With a better understanding of
personal cost structure, it will be much easier to
execute such plans.

My financial balance shows the customer at a
glance whether their personal finances are In
balance and where do their income and expenses
come from. Thanks to machine learning, the ser-
vice is constantly becoming a better assistant for
managing one’s finances.

In 2020, we focused on designing features that
encourage the customer to save, invest and build
wealth. Now My financial balance gives the cus-
tomer a friendly coach’s signals that advise them

to create a financial buffer for surprises. The
service's goal is that, in the long-term, the
customer’s expenses are lower than income.

Recurring expenses, subscriptions
and multi-bank view

In 2020, we also added the Subscription manage-
ment service for viewing and managing recurring
expenses and subscriptions, and OP Multi-bank
Service that enables the customer to retrieve
their account transactions from other banks.

The Subscription management service shows
how much the customer spends on monthly sub-
scriptions, such as streaming services, electricity
or phone and internet plans. The service also
Includes an advanced feature for putting sub-
scriptions out to tender or terminating them. The
Subscription management service is implemented
in cooperation with Minna Technologies.

Learning from each account transaction

Based on neural network technology, the algorithm
of My financial balance learns new rules, as the
users specify and correct its output. This constant-
ly improves the accuracy of categorisations.

Improving financial literacy in Finland is one of the
cornerstones of OP Financial Group’s corporate
responsibility programme. The Group’s aim is to
provide increasingly intelligent services that help
customers understand their personal finances bet-
ter and to offer coaching in personal finance skills.
My financial balance is a service with a true impact
on the finances of people in Finland, as nine out of
ten active OP-mobile users have enabled it.

OP Financial Group @
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Case: OP Corporate Hub for
managng cash flows and finances

OP Corporate Hub saves the day for a financial professional. For
managing a company’s payment transactions and working capital,
this new cash management service is a much more efficient and
flexible solution than using online or mobile banking.

Financial professionals deserve well designed
tools that facilitate their work and make their
days run smoothly. When developing OP Corpo-
rate Hub, we studied the daily management of
finances in companies of varying sizes and indus-
tries. We learned that there is much to improve

on.
Better service design saves
the day for a user.

A service that understands both
the finance and the user

OP Corporate Hub relies on top quality service
design. At one glance, the user can see the com-
pany’s overall cash situation and the functions for
exploring and managing it. By exploring accounts
and events at various levels, the user can quickly
get an overall understanding from the top level
to key details. The service is scalable to the daily
needs of all businesses, from global corporations
and large companies to SMEs and associations.

OP Financial Group @
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Data strategy

and strategic data

management

The core of OP Financial Group’s
strategic data management
comprises data-based value
creation for customers, for the
Group’'s own operations and for
the whole operating environment
at large. The aim is to provide
excellent banking and insurance
services by using high-quality data
capital productively and securely.

OP Financial Group’s data-based value creation is
based on the Group’s data balance sheet and the
goal-oriented management of the data balance
sheet. Data as such has no value for OP Financial
Group; instead, its value is always linked to its use in
the Group’s operations.

OP Financial Group’s data balance sheet describes
proprietary and external data capital available to the

Management of value creation

Data governance

Risk management

Development of capabilities

Services, products and
processes using data.

Provision of benefits

customers and the
operating environment.

v

Data assets Data capital

Available internal and
external data.

Amount, quality and
business usability
of data, and risk

management.

to the business,

Data balance sheet describes data as a commodity used for creating added value, and as valuable capital that provides return potential.

various Group functions as well as value-creating
data products, services and processes. Data balance
sheet management comprises value creation for the
business and for customers, data governance, risk
management and the development of capabilities.

OP Financial Group’s ICT strategy guides value cre-
ation, data governance and the management and
development of capabilities on both sides of the
data balance sheet. The principles of responsibility

and ethics are incorporated in all of these areas. The
Ethical principles for financial intelligence guide the
use of artificial mtelligence.

Data balance sheet describes data
as a whole at OP Fmancial Group

OP Financial Group’s data balance sheet provides an
overall view of data and the use of data, and sup-
ports strategic data management in line with the

OP Financial Group @
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The value of data capital is based on

the quality and usability of data, efficient
risk management and, ultimately, its
value creation potential.

Group’s strategy. The data balance sheet combines
data capital, which comprises the management of
data quantity, quality and life cycle, and data assets,
which comprises the use of data to create value in OP
Financial Group’s services, products and processes.

Data capital — the basis for value creation

OP Financial Group’s data capital comprises data in
the possession of and available to the Group, which
serves as the starting point for value creation.
Data capital includes both data in the possession of
OP Financial Group and data acquired from exter-
nal suppliers.

The value of data capital is based on the quality
and usability of data, efficient risk management
and, ultimately, its value creation potential. The
more usable, faultless, business-connected data
OP Financial Group has in its data warehouses,
and the higher its quality and degree of refinement
from the viewpoint of value creation, the more val-
uable its data capital.

Data governance

Competence

Key figures

Data governance is a key process of data capital
management. Data governance focuses on the
processes of data life cycle, data quality, data
warehousing, data usability and data risk man-
agement. The aim Is to safeguard that the quality,
availability and reliability of OP Financial Group’s
data assets, i.e. the Group’s digital services, are as
high as possible from the viewpoint of the Group’s
business and customers.

Data assets describe the use of data capital

Data assets comprise digital services, products
and processes that are key to value creation at OP
Financial Group. Data assets provide value to the
Group’s operations, customers and, ultimately, to
the operating environment in the form of external-
ities (external benefits).

The provision of customer benefit is a key element of
the value of data assets. Customer benefit is based
on the benefit experienced by the customer while
using the service. This includes functional, financial
and, increasingly, emotional benefits. Meanwhile,

OP Financial Group’s business benefit may include
the use of data to generate entirely new revenue,
Increase the sale and profitability of existing products
and services, decrease costs, apply advanced risk
management and create safety and security.

The value created by data assets is increased by the
high quality of data capital as well as capabilities in

development, analytics, business and customer in-
sight, the use of financial intelligence, improved risk
management and decision-making, new value-add-
ed services, service design based on customer in-
sight, customer experience creation and marketing.

Managing the balance of the data balance
sheet

Similarly to a financial balance sheet, the data bal-
ance sheet must present a balance between data
capital and data assets. In a data-intensive busi-
ness, an imbalance would result in valuable data
capital’s low yield or unreasonably high risks in data
utilisation. When in a balance, data capital and data
assets contribute to value creation and increasing

the value of assets in a reciprocal and balanced way.

OP Financial Group manages the balance of its data
balance sheet by safequarding both the high quality
of its data capital and the added value created by its
digital services to the Group, its customers and the
operating environment.

A well-balanced data balance sheet is also sup-
ported by comprehensive risk management pro-
cesses through which OP Financial Group identifies
risks involved in its data capital and data assets,
and manages them effectively. Key risks involved
In the data balance sheet include risks related to
the quality and usability of data, risks related to
technology, cyber security and data protection, and
business risks.

OP Financial Group @



Message from management

Customer and data Data strategy and management Data security and protection Data governance

Ecosystem
and
operating

22

Competence

Key figures

Data assets

Data capital

-
o
= OP Financial Group's services, products and Internal and external data available to OP Financial Group
g processes produced by use of data capital
(]
=
g Management of customer benefit Management of the quantity, quality and
'g and the business value of data usability of data, and risk management
(@)] .
£ %’ Customer and business processes Data quality management and correction process
g S Analysis,‘decision—making and risk management proce.sses Data governance
S £ Operating models for data protection and data security Data protection and privacy processes

e My profile
e My financial balance

e Digital home loan
service

Services to
customers

e OP Investment Partner

Services for private customers

General service channels e Online and mobile services e Customer service and counselling

Services for corporate customers

e OP Multi-bank Service e OP Corporate Hub
e Home price assessment tool e AP| services
e Product recommendation engine e Real-time payment services

e Opotti chatbot (Banking) e OP Multi-bank Service
e Viljo chatbot (Insurance)

e Counterparty data e Organisational data

¢ Product data e Internal reference data
e Contract data ¢ Transaction data
e HR data ¢ Risk management data

¢ Financial data
e Document archives

e OP Financial Group
employees human capital

e Marketing and sales services e People analytics services e Home’s collateral value
e 360° customer insight services e Credit Engine determination service
= 9 e Data quality engine e Data protection and data security e Anti-money laundering
Q
I= é e Business intelligence services e Cyber security services e Pandemic situation room services

e Financial reporting services * £56 tool

e Market data
e Operating environment data

e External reference data
e ESG data

environment
services

¢ Reporting to central bank

e Interconnected API services
¢ Regulatory data services and reporting

OP Fmancial Groups
data balance sheet 2020

Own
data capital

External
data capital
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OP Fmancial Groups
ICT strategy

Digitalisation has significantly transformed operating
models and technologies in the financial and insur-
ance sector. OP Financial Group has defined its

role as being an active innovator in its sector,
with a well-balanced focus on providing
the best customer experience, de-
veloping innovative services and
processes and ensuring efficiency,
safety and security.

OP Financial Group has set
objectives that guide its de-
velopment and technologies.
The purpose of these objec-
tives Is to ensure its ability

to provide innovative, reliable
and secure banking and in-
surance services in an agile
way by using advanced analyt-
ics and technology.

b

OP Financial Group is an active
Innovator in its sector that uses technology
Innovatively, reliably and securely.

Juho Malmberg
CIO, Development
and Technologies
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Standing out through
financial intelligence

We use financial intelligence
as a tool for providing excel-
lent customer experience
and further improving our
operational efficiency, fraud
prevention and anti-money
laundering.

Increasing OP
Financial Group’s
technology
competencies

ICT has become a core
competence for financial
sector companies. We
strengthen our own
technology competencies
and partner with leading
operators in their
respective fields.

Agile way of working

Reduces hierarchy, gives
responsibility and powers
to self-managed teams,
Is based on servant lead-
ership, and intensifies co-
operation with business.

Cloud is our primary
technology platform

service development.

Cloud services and SaaS are
our primary choices for new

)7 (8
ann

Mobile first

As a rule, we develop both
new services targeted at
customers and our internal
tools primarily on the mobile
channel.

Integrated cybersecurity
and quality

The security and quality of services

are an important part of customer ex-
perience. Quality includes accessibility,

operational quality and ease of use.

APls first

Services are launched
and used through
productised APls (appli-
cation programming in-
terfaces). This enables a
layered architecture and
capabilities for operating
In the platform economy.

Active cost management

The aim is to reduce
development costs in relation to
revenues and costs per unit in
production.

OP Financial Group @
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Data as part
of OP Financial

Group’s value
creation model

OP Financial Group’s value creation model depicts
what kinds of resources and capital the Group uses
to implement its mission and strategy, and what
kinds of outputs and impacts its activities have.
Responsible and intelligent use of high-quality data
capital, combined with systems and services that
support a great customer experience, constitute the
essential sources of value creation at OP Financial
Group.

Besides data capital, other sources of value creation
Include a satisfied, motivated and skilled personnel, a
solid capital base and economic capital, cooperative
values, trust and reputation.

OP Financial Group wants to use its data capital to
create new, sustainable and unique value for its cus-
tomers, the Group and its operating environment.

OP Financial Group's value creation model is de-
scribed in its entirety in OP Financial Group's Year
2020 Review, which is available at op-year2020.fi.

24

Data capital

0010110
1011010

Data created in
OP Financial

Group’s systems
(9/10 of data)

Data acquired from

external sources
(1/10 of data)

Data operations

Q)
Customer
data
Organisational Product data
data

Financial
data

Market
data

Data processing
and utilisation

D \_/
Contract HR data
data
Co;r;;z:ny a a ﬂ Q
ARAA

Transaction
data

Risk management
data

Performance

Service
production for
customers

Production
of internal
processes

Management

Reporting
and analysis

Risk
management

Benefits

Benefits
for customers

Benefits for
OP Financial

operating
environment
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Mika Kuusela
Head of Claims
Services and
Shared Systems,
Pohjola Insurance
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Case: Advanced analytics
supports clamms processing

Pohjola Insurance customers annually report more than 800,000
Insurance events, or claims, on the basis of which the company pays
Insurance compensation totalling around one hillion euros. Artificial
intelligence (Al) supports the various stages of claims processing and
decision-making processes efficiently, reliably and quickly.

Since 2016, OP Financial Group has developed
Al-based claims analytics services to support
Its service business. The first applications were
deployed in 2017/. Based on our experience,
the use of advanced analytics and machine
learning has substantially improved the quali-
ty and efficiency of claims processing and risk
management.

Tireless and precise artificial intelligence

Advanced analytics applied in claims processing is
based on machine learning and the use of exten-
sive teaching data. As raw data, we use data from
sources such as claim reports and claims pro-
cessing to create analytics models for analysing
Insurance events.

A scoring system applied to insurance events is used
efficiently during the claims process, enabling claims
handlers to assess areas that require particular
attention. If needed, the claims handler requests
additional information of the loss or damage from
the customer. Since analytics preprocesses the
claim, the claims handler can focus on essential
details. This shortens the claim processing time
significantly. One of the aims has been to teach ar-
tificial intelligence to identify the various elements of
an insurance claim to ensure that the claim form is
completed as exhaustively as possible.

In the future, claims processing will become a re-
al-time process so that the customer completing a
loss report or an insurance claim may be immedi-
ately requested to provide additional information.

This will further speed up process turnaround times.

Benefits for the customer and OP
Financial Group

An advanced analysis of insurance events benefits
both OP Financial Group and the customer. It con-
siderably increases the speed and efficiency of claims
processing without compromising on high process
quality. Proactive analytics also enables us to respond
to various incidents even before they materialise.

Besides bringing cost savings, advanced analyt-

ics also enables us to identify fake or fraudulent
insurance claims. This will help us control claims
expenditure and avoid large increases in insurance
premiums. Through advanced analytics, we can
also monitor qualitative elements related to non-life
Insurance sales and claims processes, which will
further improve customer experience.

OP Financial Group @
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Data security and data protection

OP Financial Group protects the data of its customers, employees,
partners and other stakeholders as well as OP Financial Group’s other
data capital through comprehensive protection procedures and mternal
operating models. Data capabilities and financial intelligence are
Increasingly utilised also m risk management of banking and msurance

services and to identify fraud.

Data-related risk management covers the risks

of OP Financial Group and customers as compre-
hensively and proactively as possible. OP contin-
uously identifies and analyses risks and plans and
reports the related procedures in accordance with

a Group-level data governance model and organisa-
tion, taking account of regulatory requirements.

Cyber security plays a key role

Protecting business functions from threats arising
from the business environment is central to secur-
iIng the operations of both OP Financial Group and
the entire financial sector. OP Financial Group has
confirmed practices for monitoring network envi-
ronment and analysing security environment. Both
own situational knowledge of cyber security and ex-

ternal information sources describing cyber weather
are used in this activity.

The importance of capabilities for observing any
harmful measures affecting digital processes, prod-
ucts and services is rapidly increasing. OP Financial
Group continuously improves on its preparedness
and ability to identify risks, operational deviations
and new threats at the earliest possible stage. In
addition, OP Financial Group is active in financial
sector’s collaborative forums and works in close
cooperation with the authorities. This serves to
strengthen both own and the entire business envi-
ronment’s capabilities to tackle cyber threats.

The financing and insurance sector is committed to
the precautionary measures dictated by the emer-

OP Financial Group con-
tinuously improves on its
preparedness and ability to
identify risks, operational
deviations and new threats
at the earliest possible
__ stage.

gency conditions and cooperates with the authorities
and other sectors of the economy. As a member of
Finance Finland, OP Financial Group promotes cyber
security and preparedness cooperation through the
security of supply organisation, the National Cyber
Security Centre of the Finnish Transport and Com-
munications Agency Traficom, the Cybercrime Cen-
tre of the National Bureau of Investigation and the
sector’s European agencies.
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Theme: Buildng shock resistant

cyber security

The safety of digital busmess environment has fast become a key area

of corporate security. Cyber security m the banking and financing sector
does not only mean safeguarding businesses and customers against cyber
attacks. It also means safequarding the operations of the financial sector
and the monetary system, both pivotal for a functioning society, against

external threats.

OP Financial Group is part of the Finnish and in-
ternational digital business environment where
new threats arise every moment from the di-
rection of organised crime as well as individual
and state actors. In managing cyber security, OP
Financial Group complies with, among others, the
ICT risk management guidelines and regulations
by the European Banking Authority EBA.

Continuous analysis and layered

capabilities

OP Financial Group’s operating model for cyber
threats is based on multi-layered capabilities
protecting operations and data as well as on the

28

active monitoring of cyber security environment.
The operating models for preparing for, protecting
from and observing threats together with re-
sponding to deviations are shared at Group level
and applied across the organisation. Each OP Fi-
nancial Group employee is responsible for day-to-
day cyber threat prevention. In 2020, we carried
out a comprehensive cyber security communica-
tion campaign aimed at the personnel.

The overwhelming majority of cyber attacks tar-
geting OP Financial Group’s systems are phishing
attempts by email. Each Group employee has the
possibility and duty to report suspicious emails
immediately on detection. The entire personnel

OP Financial Group @
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We want to train all
OP Financial Group
employees as skilled
and active ensurers
of cyber security.
The extensive 2020
campaign promoting
cyber security
awareness is one
practical example of
this.”
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have been trained to prevent various types of
data security threats and to immediately report
their observations. Thanks to the employees’ rapid
response, OP Financial Group has been able to in-
tervene very quickly and effectively against several
cyber attacks targeting the Group.

Integrated cyber security

OP Financial Group seeks to build an integrated cy-
ber security operating model for its application and
service development. This is required especially by
the new agile and self-managed way of working
and the constantly accelerating pace of application
development.

Cyber security is traditionally ensured through au-
diting and testing but to an increasing degree also
by actively searching for vulnerabilities in the ser-
vices already in use. Service developers get feed-
back and suggestions for improvement from the
Data Security Centre of Excellence professionals
already at the very early stages of development.
New code and services are tested extensively
throughout the development stage and always pri-
or to a launch or release to production.

Competence

Key figures

Support from white hat hackers and drills

OP Financial Group uses external testers and bug
bounty programmes in finding vulnerabilities. A bug
bounty programme rewards so-called white hat
hackers, or independent data security researchers,
who are invited to find data security vulnerabilities
in the Group’s services and systems. The finder is
rewarded for the found vulnerabilities, the bounty
being in proportion to the severity of the finding.
Development teams receive information on the
found vulnerabilities immediately and fix them.

Also, regular cyber security drills form a part of
the Group’s prevention and disruption management
capability. OP Financial Group runs internal drills
that simulate cyber attacks and their prevention
and participates in national drills arranged by the
authorities and drills between companies. The
most significant drills in 2020 were OP Financial
Group’s comprehensive internal cyber security drill
that covered several business divisions and the na-
tional Taisto20 cyber security drill arranged by the
Digital and Population Data Services Agency, which
was participated by two independent OP Financial
Group teams.

Teemu Ylhaisi
CISO,
Cyber Security
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Data protection in

OP Fmancial Group

OP Financial Group updated its personal data
protection principles and practices extensively
as part of the implementation of the EU General
Data Protection Regulation (GDPR). In 2020, the
common management and operating models for
data protection and data security were applied
and further developed to meet the changes in
OP Financial Group’s operations and business
environment.

OP Financial Group has defined at Group level the
operating models and responsibilities for the imple-
mentation, regulatory compliance, supervision, devi-
ation management and reporting of data protection.
During the course of the year, the Group-level
management model was improved to better serve
business divisions. The centralised service model
provides business divisions with key control models
and practical tools for including data protection and
data security comprehensively in the development,
production, marketing and service processes of the
business. The work related to data protection was
integrated as part of OP Financial Group’s new agile
and self-managed method.

Other development projects completed during the
year included bringing the management of private
customers’ consents and objections from local to
Group level and the modified cookie practices adopt-
ed at op.fi in May. By the end of the year, the new
cookie practices had been received positively, as
only 17% of logged-in users were limiting the use of
cookies to necessary cookies only.

Data protection organisation

Data protection activities are coordinated by OP
Financial Group’s Data Protection Centre of Excel-
lence. In 2020, good experiences were gained about
the impact of data protection roles extended to the
business level. Security and Privacy Specialists and
Compliance Engineers who are responsible for day-
to-day data protection and data security work in
tribes organised according to the agile method. This
method has significantly enhanced the prevention of
risks and threats at the early stage.

OP Financial Group has a strong data protection or-
ganisation that covers all operations and companies,

Manager,

’ Discussion on data protection often

centres around duties and regulations.
It is as least as important to consider
how significant a trust and risk
management service it is to internal
and external customers.

including those in the Baltic countries. The Group has
five Data Protection Officers required by law, three of
whom work in the Baltic businesses. Data protection
specialists work at OP Financial Group, each personal
data file has a person in charge of it and individu-
al banks have contact persons for data protection
matters. In addition, OP’s Customer Service has a

Hanna Lankinen

Data Protection Affairs
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separate team that handles customers requests and
questions related to personal data processing.

Personnel’s training and
data protection competence

Data Protection and Data Security Centres of Ex-
cellence provide tailored training taking account of
work duties and roles at OP Financial Group. Em-
ployees who have undergone special training in data
protection and data security work across all Group
functions. Data protection is also included in every
OP Financial Group employee’'s new employee orien-
tation programme and basic training. In 2020, the
online training course on data protection was modi-
fied so that it must be taken annually.

Protection of customer data
and the rights of data subjects

OP Financial Group takes the protection of its cus-
tomers data and data security seriously. Our op-
erations meet local regulatory requirements in all
countries that we operate in. We ensure the confi-
dentiality, correctness and usability of personal data
through careful data processing and by applying
several protection methods that complement each
other.

Personal data is protected with appropriate tech-
nical and organisational safeguards. Such methods
Include proactive and reactive risk management and
the use of firewalls, encryption techniques, secure
data centres and access management and safety
systems. We also make use of security planning,
grant and supervise user rights in a controlled man-
ner, ensure the competence of personnel who pro-
cess personal data and choose our subcontractors
carefully.

OP Financial Group stores data necessary for the cus-
tomer relationship at least throughout the customer
relationship, after which the retention period depends
on the type and use of data. OP complies with statuto-
ry obligations concerning the storage of data.

Open and transparent information on personal data
processing at OP Financial Group is available to
customers in the data protection section of the op.fi
website. This includes more detailed mformation on
sources from which OP Financial Group gets, and to
which it regularly discloses, personal data.

OP Financial Group’s customers also have the right
to check their personal details, demand correction of
Inaccurate or incomplete information, and demand
the deletion of unnecessary or out-of-date data.

Comprehensive information on these rights is avail-
able at www.op.fi/dataprotection.

Data protection deviations

For a long time, OP Financial Group has had efficient
operating models m place that enable responding
immediately to personal data breaches referred to in
law and other data security deviations. Every data se-
curity breach detected at OP Financial Group is pro-
cessed centrally. At the same time, the necessity of
reporting a breach to the authorities and the targeted
data subjects is assessed.

OP Financial Group received 20 substantiated cus-
tomer complaints concerning the processing of per-
sonal data or breaches of customer privacy in 2020.
The total number of complaints was calculated by
counting only one complaint for each case where sev-
eral complants were filed concerning a single event
(for example, a mailing error).

In 2020, OP Financial Group’s internal controls identi-
fied a total of 916 cases that can be classified as per-
sonal data breaches under the GDPR. This figure also
Includes, for example, breaches attributable to human
error that are unlikely to compromise the rights and
freedoms of natural persons.

b

OP Financial Group’s
comprehensive oper-
ating models for data
protection and data
protection roles are
an everyday part of
our business and the
agile way of work-
ing. The Group-level
big picture is led and
managed by the Data
Protection Centre of
Excellence.”

Hannu Jarvinen
OP Financial Group’s
Data Protection Officer
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Risk management

The risks related to OP Financial Group’s data are
managed according to a Group-level operating
model. The Group has separate and independent
Compliance, Risk Management and Internal Audit
functions that support other functions and their
activities by providing independent supervision and
ensuring effective supervision in accordance with
risk management’s three lines of defence.

Risk management related to data capital

Risk management related to data capital spans the
entire lifecycle of data and addresses risks associ-
ated with data acquisition, processing, storing and
disposal. These risks may be divided into system,
process and property risks, mainly on the basis of
the technical quality and governance of data, man-
agement of the regulatory environment and the
level of data security. These risks increase If the
data is of poor quality or scattered, contradictory
or obsolete. As data-related regulation is becoming
more complicated and requirements are increasing,
the importance of so-called compliance risk man-
agement becomes emphasised.

Other identified risk factors include operational data
security threats, such as data system break-ins,

Data governance

Competence

Key figures

data leakage and other unauthorised use of data.
Other factors increasing risk include low usability,
performance or reliability of systems and services.
Data protection management models have been
modified so that they function together with risk
management related to data capital.

Risks affecting data assets,
services and customers

Risks affecting customers are related to customers’
personal data security, identity theft, and hoax and
phishing messages. OP Financial Group’s website
provides instructions for ensuring secure transactions
for private and corporate customers.

OP Financial Group informs its customers in a clear
manner about its contact channels and the principles
pertaining to the Group contacting them. Additionally,
OP Financial Group provides guidance for customers
who suspect that they have fallen victim to fraud.

OP Financial Group monitors external data security
threats that may affect customers and warns them
regularly on its website and mobile application. In re-
cent years, the number of these alerts has remained
high, and the range of threats has continuously in-

J\ @J
OP Financial Group
monitors external
data security threats

that may affect
customers.

creased. Thanks to these alerts and the improvement
of customers’ general data security skills, materialisa-
tion of threats is rare.

Before the Group launches any products or services
or adopts new business models or systems, it as-
sesses their risks using procedures as laid down by
the central cooperative’s Risk Management. If the
planned processing of personal data so requires, OP
Financial Group also performs a data protection im-
pact assessment required by law. OP Financial Group
only provides its customers with products and applies
business models that have been approved at Group
level.
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Internal control

Managing compliance risks forms part of internal
control and good corporate governance and, as
such, forms an integral part of business manage-
ment and corporate culture. Compliance operations
and resources related to data protection, data secu-
rity and data governance were further strengthened

in 2020.

OP Financial Group has increased control and in-
ternal auditing and further sharpened the focus

of actions on the basis of risk assessments. The
implementation of financial intelligence has further
Increased automated control and the number of
control events.

Key areas of development include anti-money laun-
dering and anti-corruption. OP Financial Group has
significantly increased the scope and efficiency of

control. In addition to inquiries, it uses automated
control to an increasing degree. Instead of ran-
dom sampling and observations, control has been
extended to cover considerably larger transaction
volumes. The purpose is to prevent both crimmal
activities affecting customers and possible crimimal
activities committed by customers. Customers are
actively warned of any impending threats targeting
them.

Guidelines, advice and support concerning compli-
ance within OP Financial Group are the responsibility
of the central cooperative’s Compliance organisation
that is independent of business lines/divisions. Re-
sponsibility for local regulatory compliance and its
supervision within OP Financial Group entities rests
with senior and executive management and all su-
pervisors and managers.
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Data governance — at the
source of value creation

Active and conscientious data governance ensures that OP Financial
Group’s data capital is of the highest possible quality and can be utilised in
business and internal processes. High-quality data is a key requirement

for data-centric value creation.

The purpose is to make data quality management
an increasingly integral part of all OP Financial
Group business operations. The leading theme of
2020 was quality assurance of data related to credit
risk management.

Data governance framework

In 2020, OP Financial Group began the updating of
data quality and data governance frameworks. The
aim of the update is to integrate the frameworks
more concretely into daily work and to modernise
practices to support the needs of the new agile
method and self-managed teams. As each OP Fi-
nancial Group employee deals with data on a daily
basis, data governance must be applied across the
entire OP Financial Group. Our shared data govern-
ance principles and processes ensure that we can
provide OP Financial Group’s customers with ser-

vices of the highest possible quality, usefulness and
safety

We develop our data governance within the follow-
ing three main themes: a) data quality, b) availabil-
ity and usability of data, and c¢) confidentiality and
privacy of data. OP Financial Group supports its
data governance, data warehousing and informa-
tion architecture with strengthened structures and
operating models that enable us to maintain and
Increase the quality and business usability of our
data capital.

A large number of special requirements are placed
on data governance and data processing due to
regulation in the financial sector. OP Financial
Group ensures every moment that we process and
use data in a shared and consistent manner in line
with the Group’s core values and the regulations

Elements of data governance

Data
quality

Metadata

Documents
and content

Data warehouses
and analytics

Data
Governance

Reference and
master data

Data
architecture

Data models

Databases

Data security

OP Financial Group @



Message from management

Customer and data

Data strategy and management

Data security and protection

36

that govern our operations. OP Financial Group
ensures the compliance of different areas of data
governance in relation to regulation and recom-
mendations and reports to the supervisory author-
ities regarding these areas.

Data Quality Engine to support credit risk
management

Through the implementation of new operating
models and systems related to data quality, we
seek to promote comprehensive quality thinking
and continuously improve the value of our data
capital. The most significant development project
in 2020 was the strengthening of data govern-
ance relating to credit risk management, espe-
cially the improvement of quality of data and data
flows.

OP Financial Group developed the rule-based
Data Quality Engine in 2020. At the initial stage, it
will focus on data capital and data flows that are
central to value creation and risk management.
These encompass hundreds of attributes the data
of which are validated using dozens of different
quality rules.

At first, rule-based quality monitoring will control
the quality of data related to credit risk models,

Data governance
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among others. In future, rule-based quality mon-
itoring will be extended to all key data flows and
related quality rules. Rule-based quality monitoring
of data Is also supported by data standards defined
in OP Financial Group.

Implementation of new data governance
model enters the home stretch

The implementation of OP Financial Group’s renewed
data governance model was continued in 2020. The
key reforms include the transfer of data ownership
to the various business lines, the data quality correc-
tion process, the gradual harmonisation and central-
isation of customer data from local to Group level,
and the harmonisation of terminology.

Following the new data governance model, the
ownership of the various elements of OP Financial
Group’s data capital has been transferred to the
various businesses. Previously, data was owned by
functions that were responsible for each data ware-
house. The new way of thinking and implementing
data ownership in business organisations has rapidly
made OP Financial Group’s data governance more
customer-driven and has integrated it in daily oper-
ations.

OP Financial Group’s data governance model in-
cludes two key roles: data owner and data steward.

»

Risto Koistinen
Tribe Lead,
Information
Management

In 2020, we focused particularly on developing

data governance related to credit risk
management. The most significant project was
the implementation of the new rule-based Data

Quality Engine. Data quality has a major impact

on OP Financial Group’s credit risk management.

Data owners are the business’s best experts in the
use of data in their area of responsibility. They make
sure that data is developed and used in accordance
with agreed policy decisions, rules and legislation, and
that the quality of data is suitable for its intended
purpose. Data owners cooperate with data stewards,
who have detailed knowledge about the characteris-
tics of data included in systems, and who make sure
that the data is in good order.
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We have made the
Increased utilisation of
data in OP Financial
Group’s operations
possible. The use

of data is a positive
circle; the more data
Is used, the more

Its quality can be
improved, which in
turn encourages
further use.”

Pasi Ruhanen

Tribe Lead,
Data Warehousing
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Data warehousing centralised

Based on its ICT policy priorities, OP Financial Group
data governance is based on centralised data ware-
housing and governance. In 2020, we continued the
transfer from decentralised data warehouses of dif-
ferent age to centralised data warehouses, both on
the cloud platform and in own newly upgraded data
centres.

Data warehousing will be centralised at Group
level. At first, this will cover banking and insur-
ance operations in Finland and the Baltics. The
data warehousing operating model has been de-
veloped towards an agile, more collaboration-cen-
tred model, which has yielded the first notable
Improvements in the speed and quality of devel-
opment workflows.

The centralisation of data warehousing and data
governance progressed as planned in 2020. This
has involved prioritisation on the basis of the data
warehouses’ lifecycles and OP’s business needs.
The older warehouses have been transferred onto
platforms featuring the new architecture. Next, the
transfer will proceed to systems that contain larger
amounts of data.

Data governance and management model

OP Financial Group ensures that it applies consistent
procedures in all decision-making related to data by
Implementing roles and bodies specified in the data
governance model. The model describes the various
decision-making parties and roles, and responsibili-
ties linked to those roles, in the use and processing
of data.

The governance model also includes parties respon-
sible for data quality as well as support organisa-
tions that modify processes, applications, systems
and solutions. Furthermore, the governance model
defines the roles and responsibilities of data proces-
sors. The data governance organisation, including
the related roles, that is based on the agile way of

working in self-managed teams began its work in
2019.

OP Financial Group’s data governance model

Governance model and roles

Decision-making focus

Decision-making forums

Strategic —
OP Financial Group level

Data Management Team

Tactical -
Data area specific level

Data area specific working group
Customer/Product

Operational -
Business- or sector-specific level

Data governance processes
and development areas
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D

In the future, OP
Financial Group’s
ability to meet
customer expectations,
competition from new
players in the financial
sector and changes

In the regulatory
environment will be
Increasingly based on
capabilities linked to
data and technology.”

Competence
— building tomorrows
data capabilities

The fast-evolving forms of utilisation of data and
digitalisation and new technologies constantly create
new opportunities to learn something new. At the
same time, as the business environment becomes
more complicated and regulation increases, higher
demands are placed on skill requirements.

OP Financial Group aspires to be the forerunner in new data capabilities and

to play a comprehensive role in ensuring the security and reliability of financial
business. In particular, the importance of capabilities related to business conti-
nuity management, cyber security and data protection increased substantially
in 2020. Correspondingly, the development of new services and the growing
significance of the agile method have speeded up the development of new com-
petencies in a self-managed way.

Data competence as part of each employee’s role

Management with data and data governance are among OP Financial Group’s key Anna-Mari Valkila
capabilities. Extensive basic skills combined with role-based n-depth expertise SVP HR, Development and Technologies and centres of excellence
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ensure that OP Financial Group’s capabilities are enhanced comprehensively. Based
on individual roles and motivation, we develop the competencies of each Group
employee through on-the-job training, learning from colleagues, instruction via
internal and external networks or training events, and through self-study.

Digital skills as part of each employee’s basic skills

From early on, OP Financial Group has developed capabilities related to dig-
italisation. Continuous competence development is guided by the digital skills
framework defined in 2017 that undergoes regular updating. It specifies the
key areas of digital skills and their definitions at basic and expert levels.

Numerous experts specialised in data and its utilisation work in different OP
Financial Group functions. The skills related to the management, utilisation and
analysis of data and quality and risk management are emphasised in their role
requirements. In addition to role-based expertise, each employee has good
basic skills in data security and the use of data in their own work.

Building a new-era capability profile

A rapidly changing operating environment poses challenges for strategic re-
source planning, too. In its strategic planning, OP Financial Group anticipates
the financial sector’s future scenarios from the viewpoint of competition, econ-
omy, customer, technology and regulation.

Case: Al literacy a new basic skill

The increasing use of Al-based applications across all sectors of the cor-
porate world and society also increases competence requirements related
to Al. The commonplace nature of Al is reflected at OP Financial Group
too: so far, more than 1,000 professionals in development and business
have received training in the management and use of Al through one-day
workshops

In 2020, the Understanding Al and Introduction to Al online courses were

made available to the entire personnel. They explore the general principles
of Al, its impact on society, threats and opportunities and its application in

OP Financial Group. Additionally, the courses take a look at customers’ ex-
pectations and questions about Al.

General knowledge in Al will further improve OP Financial Group’s ability
to use Al in various fields, talk about it with a customer in a common lan-
guage and in that way promote an understanding of it among customers,
too. Over the years, OP Financial Group has gained positive experiences
with training provided to the whole personnel under themes such as ser-
vice design, mobility and data protection.

OP Financial Group @
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In the future, OP Financial Group’s ability to meet customer expectations, com-
petition from new players in the financial sector and changes in the regulatory

environment will be increasingly based on capabilities linked to data and tech-

nology. At Group level, capabilities are primarily developed in the Development

& Technologies function.

OP Financial Group has analysed its existing capabilities in relation to its future
capability needs and has designed paths to building the required capabilities.
The capabilities highlighted in the updated resource plan by Development &
Technologies include the active utilisation of Al opportunities, cloud technology,
interfaces, agile DevOps methods, cyber security and data-driven best cus-
tomer experience.

We attempt to meet these capability needs by developing existing personnel’s
competencies, recruiting new professionals and using external experts when
needed.

Over

600

OP Financial Group specialists in the central
cooperative already work in specialised data
development and refinement roles. This represents
3% of central cooperative’s entire personnel.

Case: OP Software Academy

The professional expertise of the specialists in the Development
& Technologies function is a key component in the entire Group’s
data capability. OP Software Academy offers versatile opportu-
nities for developing own expertise.

The learning platform OP Software Academy launched in 2019 by
the Development & Technologies function is an example of continu-
ous, independent self-improvement. Its learning model strengthens
and refines specialists’ competence profiles to meet the requirements
of the agile and self-managed way of working. The central idea is
combining broad overall understanding and basic skills with the in-
depth expertise, or competence, of one’s own role and duties.

The training offering comprises six relevant development and tech-
nology competences that are: cloud services, APls, mobile, data, De-
vOps and Security. The courses are divided into three levels based

on whether basic skills, professional application skills or advanced

top specialist skills are sought. The primary learning method on the
courses for advanced top specialists is applied research, carried out in
a small group, relating to a competence having to do with one of OP
Financial Group’s strategic areas.

The best sides of online and face-to-face teaching are tapped into in
the studies. Self-study online modules are combined with peer and
mentoring discussions during a course. The volunteer mentors of
each competence area play a key role. They improve on the courses
and support course takers during a course.

'

Nearly 430 specialists
and 27/ volunteer
mentors from the
Development &
Technologies function
have participated in
the trainings arranged
during the first terms.
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Examples of the most common roles linked to
data utilisation and competence development:

Chapter, Chapter Lead

A group of people focused on

a particular area of expertise
whose members work in differ-
ent tribes and teams. The group
Includes a coach focused on
competence development, the
Chapter Lead.

Data Engineer

Plans and implements technical
solutions that contain elements
such as data modelling and
Integration, data warehousing
and cloud-based data pipelines.

The number of new recruits
grew markedly in 2020.

Data Scientist

Solves complicated business
problems by building
solutions based on data

and machine learning.

The number of new
recruits grew in 2020.

Developer

Responsible for the
planning and coding of
a software product.

The number of new
recruits grew in 2020.

Competence Lead

Responsible for Group-level
development of specific
area of expertise, or
competence. Supports
coaches in their role.

42

O

Agile method strengthens competencies

The demand for resources linked to data governance and utilisation has increased exponentially.

O

In addition to coders, developers and technology professionals, OP Financial Group employs an
increasing number of Data Scientists (analysis-driven refinement of data), Data Engineers (data
process development) and Data Analysts (data analysis for business needs).

The specialists of the Development & Technologies function bring their expertise to many teams
across the different OP Financial Group functions. Top specialists form their own groups, or
Chapters, that cross team and function boundaries. Within the scope of these Chapters, they
can together further develop their own competencies under the direction of the Chapter Lead.
Chapter Leads are supported by Competence Leads representing different competencies.

D

The number of
specialists working in
data roles grew by 26%
in 2020.

O
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Service channels and digital services

OP Financial Group’s service channels 2019 2020 Change Customers (millions) 2019 2020

Digital channels NPS 53 54 1 Owner-customers 2.0 2.0

Online and mobile services (millions of logins per month, Retail Banking customers 3.3 3.3

on average) Corporate Banking customers 0.3 0.3
Op i 8.5 5./ -33% Joint banking and insurance customers 1.2 1.3
OP-mobile 25.2 33.6 34%
OP Business mobile 0.8 1.3 50%
Pivo mobile app (visits) b.4 3.6 -17%

Services Agreements (1,000) Digital services"ke'y figures and ratios 2019 2020 Change
Private customers 1.937 1.980 o9 (1,000, unless otherwise indicated)

Branches and telephone services Home loan applications processed by the Credit Engine
Bank branches 352 342 -39 Total applications processed automatically 26 57 121%
Private Banking branches 4D L8 +6 Positive decisions made automatically 9 20 115%
Customer contacts in telephone service 4,720,914 4,637,865  -2% Number of reports sent to authorities per month 20 20 -

Ratios of the banking services chatbot Opotti

Social media Message resolution rate 70% 80% +10% pps
Followers on Facebook (OP Financial Group and 376,979 442,004 17% Fully automated chats 40% bhh +4% pps
OP cooperative banks) Customers giving positive feedback 67% 12% +5% pps
Followers on Twitter 42,515 46,951 10% Fully automated chats of the insurance services chatbot Viljo 50% 50% -
Followers on LinkedIn 43,355 60,188 39% Number of external APIs in production (pcs) 48 -
Followers on Instagram 14,953 18,211 22% Data transferred through external APls, terabytes 563 E
Followers on Youtube 4140 6,090 47% Number of users registered for Siirto payments 666 899 35%

For security reasons, OP doesn't publicly report key figures related to anti-fraud and anti-money laundering.

L
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Data capital

Data protection and
iInformation security

Data capital (1,000, unless otherwise indicated) 2019 2020 Change

Data in analytical databases, terabytes 520 776 49%

Number of log events collected by centralised log management 97 165 70% _ _

per month, (billions)* Data protection and internal control 2019 2020 Change

Number of electronic documents 520,000 611,000 18% Number of customer requests for access to personal data 362 453 25%

Digitalisation of agreements in banking services 45% - proce;sed by fmancmg and notrance operations

Customer details maintained through the My Profile service 250 947 279% Cookie consents, op.fi and OP-mobile 1,985,435 -
Customer complaints related to personal data processing or 11 20 82%
privacy protection
Cases categorised as personal data breach /750 916 22%

Data capabilities and competence 2019 2020 Change

Employees working in data development and refinement tasks 480 606 26%

iIn OP Financial Group’s central cooperative

... share of the central cooperative’s personnel 7% 8% 1% pps

Employees trained in the use and management of Al 500 636 2 7%

Training courses organised by OP SW Academy 430 -

For security reasons, OP doesn't publicly report key figures related to anti-fraud and anti-money laundering.

* The calculation principle of the key figure has changed after the 2019 report.
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