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Cyber Insurance as part of
company risk management

For companies, cyber security means operational re-
liability. It is therefore crucial for business to under-
stand the risks and threats associated with cyber se-
curity. Nowadays, companies are strongly networked
both nationally and internationally, which brings with
it vulnerabilities and problems. Cyber security applies
both to large and small companies, regardless of the
sector concerned.

In the worst case scenario, a cyber attack may
interrupt a company’s business operations for a long
time and cause considerable financial losses not only
to the company itself, but to partners and customers,
too. Traditional insurance does not cover costs arising
from computer break-ins, loss of data or other cyber
risks. Cyber Insurance supplements a company’s
property and general liahility insurance policies.

Pohjola Insurance’s Cyber Insurance is aimed at small
and medium-sized companies. Cyber Insurance helps
companies prepare for cyber risks and changing
regulations. In the event of cyber loss or damage,

the expert services provided under the insurance
contribute to minimising said loss or damage and

to restoring the situation to normal as quickly as
possible.

Release on the EU General Data
Protection Regulation

The EU General Data Protection Regulation was
passed in 2016. The regulation’s objective was to
safeguard people’s personal data and thereby privacy
in the digital age. The regulation, which will enter into
force nationally in May 2018, will entail new obliga-
tions and responsihilities for controllers and anyone
processing personal data. In practice, this means
that companies have to be even more careful about
personal data collected on their customers and staff.
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Companies are also obliged to inform the supervisory
authority, and often also the party that was affect-
ed, of any computer break-ins within 72 hours. The
supervisory authority is entitled to impose a fine on

a company that breaks the data security regulations,
which may translate to several per cent of the net
sales. Read more:

Regulation 2016/679 of the European Parliament
and of the Council

What does the insurance cover?

Cyber-insurance covers financial loss from the in-
terruption of business which may arise, for example,
from a computer break-in, a virus, denial of service
attack, or malware in your own data network or an
outsourced data network. In addition, the insurance
covers investigation of the reasons for the computer
break-in and the costs of software recovery. The
insurance also covers the use of a communications
agency in connection with a coverable loss event

in the face of a potential risk to reputation, and the
costs arising from the customer’s information obliga-
tion pursuant to the EU Data Protection Regulation.

Cyber Insurance also covers financial loss to another
party as a result of a data security breach which is
not connected to bodily injury or material damage.
Data or systems owned by another party are often
at risk in connection with a computer break-in. Data
such as this includes, for example, customer data,
which may be lost or fall into the wrong hands.

Cyber Insurance restrictions

The insurance does not cover
e Personal injury or material damage

e Fines, delay penalties or other similar compen-
sation

e Loss or damage arising from deficiency or failure
in updating a firewall or antivirus software.

e Loss or damage from neglecting backup.
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e Losses caused by war or circumstances resem-
bling war, cyber operations and state influence.

Examples of loss:

¢ An employee clicks on advertisement, which
was actually a phishing message. Clicking on the
message installed in the information network a
so-called Cryptolocker programme, which locked
over 72,000 files.

The insurance covered incurred expenses from
removing the malware and recovering the files.

e A retailer emailed a discount voucher to their
customers, but instead of the voucher, the
attachment contained the customers’ personal
data and credit card information.

The insurance covered the costs caused hy
fulfilling the company’s disclosure obligation
specified in the Data Protection Regulation.

e A company’s information system was under an
extensive denial-of-service attack that paralysed
its business for several days.

Expert services included in the insurance were
able to stop the attack and the insurance cov-
ered profit loss caused by the business interrup-
tion.

e Afactory’s computer-controlled production
equipment was hacked, causing production to
come to a halt. This resulted in extensive busi-
ness interruption losses.

The insurance covered profit loss caused by the
business interruption.

Territorial validity, maximum indemnity and
deductible

Cyber Insurance is valid in Europe unless other-
wise stated in the insurance policy. The maximum
indemnity payable is the sum insured as recorded in
the policy document for one loss. The deductible, as
recorded in the policy document, is subtracted from
the amount of compensation for loss. The amount
of compensation consists of costs arising from profit
loss, damages, prevention, and investigation, nego-
tiation, interest and legal costs and other expenses
incurred from the loss.

Granting of the insurance and factors
affecting the premium

In order for the insurance to be granted, a firewall
and antivirus software must be in use in information
systems that are crucial for the company’s business
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operations. In addition, information systems must be
backed up on a daily basis.

The premium is also affected by the company’s net
sales, the chosen sum insured and the deductible.
In addition, the premium is affected by the chosen
territorial limits and the company’s data security
practices.

Safety Regulations

The purpose of the safety regulations is to provide
companies with guidelines on cyber security. The
guidelines describe how cyber loss or damage can
be prevented or reduced. In claim situations, it is
important that they have been complied with. Failure
to comply with safety regulations may result in lower
indemnities or no indemnities at all.

If the cyber loss or damage
occurs

Call on CGl for help on +358 10 302 1805, which
provides assistance 24/7, or

See more detailed guidelines at OP Claim Help at
vahinkoapu.fi or OP Business mobile.

Handling of personal data

Pohjola Insurance handles customers’ personal

data in accordance with regulations in force and in

a manner described in greater detail in the Privacy
Statement and the Privacy Policy. It is recommend-
ed that the customer read such privacy protection
information. The Privacy Statement and the Privacy
Policy are available at op.fi and the Pohjola nsur-
ance’s customer service outlets.

Insurance sales commissions

The insurance company will pay a commission that
is either a percentage of the insurance premium or
a fixed fee based on the number of policies sold. The
commission and its amount is affected by the insur-
ance product and sales channel. The commission is
paid to the agent or insurance company employee.
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L_1) Our services

Manage your insurance Pohjola Claim Help at
policies at op.fi your service 24/7

Log into op.fi using the user identifiers for your own Pohjola Claim Help provides clear instructions for

bank. all types of losses. In the event of vehicle damage,

Once logged in, you can Pohjola Claim Help also lists the contact details of
Pohjola Repair Advisors and other repair shop part-

¢ Report a loss and file claims
ners.

* make changes to your company’s policies Pohjola Claim Help is available at claimhelp.pohjola.fi

¢ order a Green Card and the OP Business mobile app.
e print out certificates of insurance

Our telephone service

A-Insurance services for commercial transport
* [Insurance and Claims Settlement 0304 0506*

Pohjola Insurance
¢ [Insurance and Claims Settlement 0303 0303*

Statutory insurance telephone services

e Motor liahility insurance and claims, Workers' compensation insurance and claims 0100 5335**

* From mobile phones and landline networks in Finland, EUR 0.0835 per call plus EUR 0.12 per minute.
Prices are inclusive of VAT.

** Call rate: local/mobile network rate.

We record customer calls to assure the quality of customer service, among other purposes.

Advice on claims and insurance policies

Our insurance and claims advisors provide personal assistance in our telephone service. You can also file a
complaint or appeal an insurance or claim settlement decision with our customer ombudsman. For more
information on filing an appeal, visit op.fi/filing-a-complaint.

For independent advice, contact the Finnish Financial Ombudsman Bureau (FINE), tel. +358 9 6850120,
www.finefi/en
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